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24 JUL 1970 


MEMORANDUM FOR: Director of Communications 

Director of Finance 
Director of Logistics 
Director of Medical Services 
Director of Personnel 
Director of Securit; 


SUBJECT 


REFERENCE 


Inspector General’ a Survey of the Office of 
Computer Services 

Memo f com DD/S to Addressees dtd 18 June 70, 
Same Subject 


1. There is attached on extract of the memorandum to the Executive 
Director “Comptroller in response to the recommendation in the Inspector 
General's Survey of OCS which concerns the counseling of DD/S detailees 
assigned to the SIPS Task Force. This response takes into consideration 
the comments on this subject which each of you prepared. 

2. You are probably aware feat we have begun a study of the professional 
development of Support Services personnel who are engaged in information 
processing activities: this study should assist in resolving some of fee more 
basic problems. As indicated in the reference, we will be in touch with you 
further on this subject and as the results of the study are in hand. Meanwhile, 
as indicated in the response to the Inspector General's recommendation, 
counseling of individual detailees to the SIPS Task Force from each of your 
career services should continue, 

- ■ siOi;ZD R. 1 . Saansnaan 

R. L. Bannerman 
; Deputy Director 
for Support 


cc: Chief, Support Services Staff 
Attachment 
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DD/S 70-2976 

22 J UL Wft 

MEMORANDUM FOR: Executive Director -Comptroller 

EXTRACT 



"Recommendation No. 3 


That the Director of the SIPS Task Force and the heads of the DDS 
Career Services concerned arrange for counseling with each DDS detailee 
with a view to assuring the best possible long-range utilization of the 
individual, both from his standpoint and that of the Agency. 

Action or Comment 

Concur in principle, but we believe the specific action recommended 
has to be taken in consideration of the circumstances which apply in individual 
cases and their relationships to the particular career services concerned. 
Conversation with one of the inspectors who conducted the survey indicates 
that the intent of the recommendation was to have the Director of the SIPS 
Task Force participate with the head of each Support Career Service in a 
discussion with members of their career services in groups to give assurances 
of long term career interest. The mangers of the Task Force and the heads of 
the Support Career Services have been keenly aware of the problems and 
concerns of the individuals assigned from the Support offices since the beginning 
of the project. The manner in which the people were assembled --first as a 
committee, then as full-time details and latterly by transfers of positions to 
the Support Services Staff- -is fraught with potential morale problems. While 
regularly scheduled interviews and discussions with individual employees 
either by Task Force management or heads of Support Career Services have 
not been held, each person assigned to the Task Force has had more than one 
discussion of this kind. Although each has been given. the assurances recommended, 
I do not believe that repeating the process would make such assurances more 
acceptable now than they have been in the past. 

Hybrid organizations composed of combinations of people representing 
different Directorates have an inherent potential for generating problems and 
criticisms of the kind identified in this report. In this instance, personnel 
of the Support Career Services are doing the same work side by side with 
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people from the Office of Computer Services, but competitive evaluation for 
promotion is handled by separate mechanisms. Average salary and headroom 
constraints are quite different and general criteria for advancement bear 
little resemblance between the Support Career Services and the "R" career 
service of which the OCS employees are members. That these variables 
exist to some degree among the several Support career services also compounds 
the difficulties. We believe that the problem is more fundamental than one 
which may be correctable by counseling alone. It relates to the general lack 
of definition of career service mechanisms for people engaged in the information 
processing professions. Accordingly, we have initiated a study of these 
1 problems at the Direc torate level with the assistance of a consultant from 

.1 I Meanwhile, counseling with individual employees 

will continue." 
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DD/S 70-2271 


18 JUNTO 


MEMORANDUM FOR: Director of Communications 

Director of Finance 
Director of Logistics 
Director of Medical Services 
Director of Personnel 
Director of Security 


SUBJECT 


: Inspector General's Survey of the Office of 
Computer Services 


1 . Attached is an extract from subject survey concernincr Recom- 
mendation No. 3: 

"That the Director of the SIPS Task Force and the 
heads of the DDS Career Services concerned arrange for 
counseling with each DDS detailee with a view to assuring 
the best possible long-range utilization of the individual, 
both Iron his standpoint and that of the Agency." 

2. Prior to any counseling sessions with your careerists , con- 
cerning which we will be in further communication, 1 would appreciate 
your advising by 1 July 1970 the manner in which you are handling your 
careerists who are assigned to the SIPS Task Force - frequency and 
level of contact, career co uns el ing and planning with them, competitive 
promotion discussions, continuing identification wife parent office/career 
service, etc. 

3. The Executive Director-Comptroller has requested a reply mi 
this recommendation by mid-July. 

SiSifeD R. L. Bannenaan 


R. L. Bannerman 
Deputy Director 
for Support 


Alt 

SOS -DD/S: J| Jng (15 June 70) 

Rewritten: ADD/S:JWC/ms (18 June 70) • 
Distribution: i - Chief, SSS, w/Att 

Ong - D/CO, w/Att 1 - DD/S Subject, w/, 

■t - SOS Chrono. w/At+ 


I 


I 
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20. Discussions with SIPS Employees - We received a variety of reactions and 
opinions in talking with the OCS and DDS employees 

7 trprkiag oa the 3XB3 i&eogrsa# • Sfao’gwwg? leaders sad branch chiefs 

oneo'^aged by the progress being jaade eiaeei the formation of • 
SCaaK Force* • Shey were cautiously optis'dotic about future progresa ' 

: ,'m& felt- that prosoat; target dates for. irtsplsaeataticsi of the .stator . 
'ayatea© could be last, provided coatinued access -to high lovels of ' 

.PP3 asijGgeaeat could be Juatetsined to ensure; tissly decisions. ■ inj 7 77 

respect to users’ final ©ystesss design rco,ulreiaaate. 7 7 7v;v;:v 

21. Although xaoofc of the SIPS employees •were very' critical ;of 7 7- 
the vsy in •which the program had, been . massed in . the past, they '7 ; 
cessed to feel that the present w »ix w of skills and talents has 
iK^roved the -quality of analysis and pteoalag *." Sem+.hcmvvv, ifotefo.- 
■ that the present *to w . ; of porsosael skills is sot la proper fcstaosu •' 
Skos© individuals feel that there arc still too 'few ASP-oriented ' 

j ■ ■ ‘ ‘ 

' . |gyst^fis ( ' : saaly»ts- ©aid too ms®, functional Specialists and junior 
i.'progrdsraers assigned to the SIPS Sash Force. 

•.'22* -’A sues box Of the PBS detaUm to SIPS display, a keen interest 
' : ia the poteatielitieo of A2S3?* .like the type of vorh they are doing, 
'ju&’SG*. X that the shiUs «ad oj^erience they are acquiring as ssabers 
... of the. SIPS ttosJe Croup will enhance their value to their parent 
Career Service ©ad increase their opportunities for career advaiiceoaat. 

^ Shore. ia a lev jsoralo arsons other 203 datailsee, however* Skas.a . .. 

.parent Career S^rvlcee and 77 ;: ; : 

' tfeiafc'. they • «ra act: do *. tfc* 'aaiootroswa of ; co^idomtiou : -.for : proj»otipc& ; 


i^fe577^T^77''77\7-7ns.jjyv^;7-7^ /gB CUE’S' 
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au ^ opportunities. ; They have all been assured that 

• .. •;/ V'^U/ they mmi. coruiidered. along with all others of their service for 
'-' 1 ‘ - ' prcauotion and reassignment, and it .las boor, pointed out to thou 

a auaber of 2XE$ de&ellacs 2iavo been promoted. Sons of thea/ ; 
however , reswlu uacoav^ "trapped” in a sittiaticn they \ : '§?£ 

Ottt : of .'until the’ SIP&' task objectives are completed, and - 
; '• : 4|’v‘;'iiV^«ooo .are'' still doubtful .that the- tasks will, bo completed aa schedul edi 
A number of thoat, detailed to what they thought would bo a one- to 
". two-year' assignment have been working on the -SIPS program for four; • 

or five years and ore depressed and discouraged by tfco . prospect 
\ y : i that they : »ay havo to spoad two or three acre years on work for 
'. vhlch they do not' foal partieulca’ly veil suited or qualified.. Sharp ;, 

•d is no easy solution to this difficult problem. '.She feeling that they ■ 
^ at* “trapped" tends' to lower the efficiency and productivity of those 
employees . On the other baud, - any large-scale rotation of the SXP3 
• Group would have a serious' adverse effect oa the Progress by requir- 
lag the training of replacements. 

SM. '7 • Kocowsndatioa fto. 3 


, • That the Director of the SIPS Task Force and the 
- V V; • • heads of the IDS Career Services concerned arrange fox'* 

. eotsmeliag with each D3B detailee with & view to assuring 
’ ' v. th« beet possible long-range utilisation of the iadiv- 
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DD/S 70-2271 


MEMORANDUM FOR: 


SUBJECT 


Director of Communications 
Director of Finance j 

Director of Logistics j 

Director of Medical Service's 
Director of Personnel / 
Director of Security / 


Inspector General*s Survey of the Office 
of Computer Service^ 


1. Attached is an extract from subject survey concerning Recommendation 
No. 3: j 

"That the Director of the SIPS Task Force and the heads of the 
DDS Career Services concerned' arrange for counseling with each 
DDS detailee with a view to assuring the best possible long-range 
utilization of the individual, both from his standpoint and that of the 
Agency. " 1 


2. Prior to any counseling sessions with your careerists, concerning 
which we will be in further communication, I would appreciate your advising 
by 1 July the manner in which you are handling your careerists who are 
assigned to the SIPS Task .Force - frequency and level of contact, career 
counseling and planning with them, competitive promotion discussions, 
continuing identificatioxywith parent office/career service, etc. I expect 

to be discussing SIPS more broadly with you in the context of this IG Survey 
in the immediate future. 

3. The Executive Director-Comptroller has requested a reply on this 
recommendation by mid -July. 


Attachment 


R. L. Bannerman 
Deputy Director 
for Support 
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DD/S 70-2272 
1MMN..1970. 


MEMORANDUM FOR: Director o t Logistics 


SUBJECT 


: Inspector General's Survey of the Office 
of Computer Services 


1. Attached is an extract from subject survey concerning Recommendation 
No. 13: 

"That the DDS arrange for a thorough study of OCS space 
needs and, upon completion, take whatever action possible to 
satisfy the needs. " 

Please review the OCS situation, identify significant deficiencies and suggest 
possible solutions. 

2. The Executive Director-Comptroller has requested a reply from DDS 
on this recommendation by mid-July. 


Sjg&D R. 1. Bannerman 

R. L. Banner man 
Deputy Director 
for Support 

Attachment 

SOS -DD/s j | ng (2 June 70) 

Retyped: SOS-DD/S:! b (15 June 70) 

Distribution: 

Orig - Addressee w /xerox Att. 

A - DD/S Subject w/Att. 

1 - DD/S Chrono w/o Att. 

1 - SOS Chrono w/Att. 

1 - Chief, SSS, w/Att. 


Stuhti 
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r. 


H* Space 


i. We 'believe OCS has a apace problem. It occupies 


square feet,, all but 613 square feet la tie headquarters building. 
Available employee office space equates to | | square feat per person, 

headquarters average ia| | square feet per person. The State 


Department, ia comparison, averages I 7 S; the Pentagon 115 . 2he 


overall Agency average is | | square feet* In our .Judgment, -the 

I | squai’e foot figure Is poox*, even .after considering the overall 


Agency space problem* 


2. Our concern is heightened whoa u& consider both the nature 


of the OCS vork aad the typo of people m must recruit and hold if 


vo are to do this highly technical work, Sufficient privacy is 
required to pensit a high order of concentration, especially in the 
applications divisions and the Technical Staff of the Operations 
Division. Properly partitioned space seems basic to fulfilling this 
roquireaont . The Interdependence of AD? work also makes a contiguous 
working area desirable though not mandatory. ' OCS is now occupying 
various areas of the ground floor, the first floor, and the second 


floor. We believe .the Training Staff also needs additional area. 


of the Operations Division and some 


sections of Kaaageao at Support Division need a neater, more pleasant 


working environment. 


- 10 b * 
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3* The technical people that carry out our AD? efforts are 
highly trained and shilled specialists. Competition for their 
services is intense. However, OCS has been able to hire these 
people, but 'holding thm has been score difficult. We believe that 
GCO would hold score than they do. if the Office vorhissg eaviroitaoat 
could be expanded and improved. 

4. The OCS saanageiaeat is fully aware of the ©pace problem and 
has struggled toward a solution. The Office maagers are concerned 
about rearranging, cleaning, and brightening m? their vork areas, 
and tubing steps to cut down on the noise level. Xn our judgment, 
however, snore remains to be done. 

Kecoronandation Ko. 13 

That Da 0 arrange for a thorough study of OCS 

i space need© and, upon completion, take whatever 
■ - ' action possible, to satisfy the needs. 


105 « 
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SECRET 


DD/S 70-2273 
18 JUN 1970 


MEMORANDUM FOR: Director of Security 

SUBJECT : Inspector General's Survey of the Office 

of Computer Services 


1. Attached Is an extract from subject survey concerning Recommendation 
No. 9: 

"That QCS and OS review their A DP security manpower 
requirements and develop measures to insure the secure, 
compartraented use of the OCS time-sharing 360/67 system 
both for CIA Internal needs ami for potential COINS applications,” 

2. The Executive Director -Comptroller has requested a reply from DDS 
on this recommendation by mid-July. I recognise that this is a complex 
problem and would appreciate your discussing it with me or A-DD/S after 
you have studied the attached and preliminarily reviewed It with OCS - . 
prior to 1 July. We can then decide what further action la to be taken to 
enable me to respond appropriately to Ex. Dir. -Comptroller. 


SiSiSD R, L Baaaennan 

R. L. Banner man 
Deputy Director 
for Support 

Attachment 

SOS-DD/S| g (2 June 70) 

Retyped:SOS-DD/S:JRP:og (15 June 70) 

Distribution: 

Orlg - Addressee w/xerox Att. 

- DD/S Subject w/Att. 

1 - DD/S Chrono w/o Att. 

1 - SOS Chrono w/Att. 
l - Chief, SSS, w/Att. 


Q r," V'". . 
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3 , The security constraints associated vltk the use of AW 


aaoy veil he the hey factor la deteraiaing how fast and how far the 


Agency can go 1» utilising computerised iahous© and coiarrunity-wide 


interactive and/or tizae--oimring Inforaatloa systems.. More in- 


'Uv J ^ wu 


awOysH© it needed to clearly identify the degree of vulnerability 
and xisik, involved, and to devise and test the controls required in 


establishing acceptable security standards* She shills required fo: 


such studies and experiemea t a are in short supply, and unless this 

* ** 

tasJc is accorded a high priority, the benefits contemplated iron; ti:uw 


sharing interactive services will most lilsely have to be aox-erred 


pending the solution of security probletss* Soko touga decisions Ixe 


ahead fox* top-level jaanogejaecat in connection with balancing the 


traditional requirements for security cosj^partmcafcstioa. of izuornation 


against the advantages which might accrue from AS? interactive "time- 


sharing services if those rcquireajfinto vere relaxed* Agency manage- 


xwvt will need all the export advice and assistance it can get on 


» *• 
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.15 ;hia preblea* 

2a spite of the foregoing recognised seed for expert 
security advice, rather than Increasing the 03 capability la the 
jfflP field as v© believe is necessary, a recent decision was sssade 
to reduce tbs master of security people vorhieg on /X? mttera. Vs 
fear that this 22 a y be false eeonoay* , 52s© /goaey will mat certainly 
. need an -Increased number of highly qualified Individuals la the '-field; ~ 
: of AD? security. ,v ■ [ " ' ,'lV' i . 

5-‘i OCS participates la the Community On-Line Intelligence £*' V V*Art 

exparlosa t (C0IK3), first proposed by the IPraaideat’s foreign Intel- 
ligenee Mvlsory Board (ffXAB). SMs cyst sea hap msy of the ©arse 

• 1 ‘ ‘ ’• .. ' /* • • 

security problems. so those outlined above. 

6. Officials la OCS believe that COSJflS would. best asset PFI&B 
hopes if It vetfe a tim-sharlng, sulti-clasoificatioa level system. 

Such a system V-ould alloy a user to query only those files for which 
he was cleared or had a need-to-hnou. It would obhainate the need 

- for all- users to have all clearance© for all files in the ays ten. 

. The adoption of ■ such a system -would also fit with the 003 proposal 
for one central C0IH3 ccuputer rather than the aiany now employ eel. 

'■ 7 * She Security people,, however, have problems with such a 
■; system., IVo 0C3 -officials told m that our Office of Security believes- 
-that there is no vag to .aato a -C0IS3 timesharing sysis® secure' but...-. hr. 

- that 03 has not put their reasons la writing.. . OCS '.also ejqgressed /.t ;' \t 


- $5 - 


•;■ ;:;rh;e^ 3 E C S E * 
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: : .coa«crn about tb© Halted watmt of effort 03 was giving the tia©~ 

’• sharing security problem. OCS officials are convinced that a 
.ytSw-ahariag ^t&~c2^.ancsi level CGXBS con bo mad© secure and . 

;'// m&s&d disturbed about what they viewed m m iatr&as, igent position . 
'•©a the part of 03. 2b© 03 officer responsible for ijgaa cy AD? security 
vaa tfcea interviewed to determia© if a true fc®asscr ©dieted. 

■ ; ■ 6. . $h© 03 ASP officer, who Is also Chaixvcari of the ADS? Security. ';;. 

; - Subcommittee of tbs U/3I2 Security Camalttoe, confirmed the OCS view t0 : . 
/ that Seourity' believes timesharing with the Z&iZGof&J: with, caaltl-r' iyy ••• 
.;• clearance level files ’has security probleaa . ' At the present time'":, 
there ere about 50 remote terminals tied to cur Agon cy tia&»sh&ring 
360/6? . A great may 'people have access to the 50 terminals* fc&ra 
people have access to the computer and the files 4a CCS* If a 3^/e? 

.'■ ■such as ours were then the one central cosputcr fox* COxi-IS, possibly 
:' tixausaads sore would have access to the files- Here thousands of 
people would bo added if I»IA ties the Unified and Specified Ccemodo 
'to COIilS && they have proposed. Unlike the "old days" t&©reln Security 
' . concentrated oa people end the files they kept on a few oaxe drawers, 
;',,03 boiievas.it is now faced with a problem over which it could lose 
. txll security control* 

9, os believes that the advent of the first ASP-based files 
.--multiplied the potential for. spillage , : -';taaperiag, and- penetration. <u.y 
intelligence information* la their vi^ vti^-slvu-ii^' has‘md©'.th>s y ? y 

/ '• - «• 06 - ' ■;/ ’■■■''■■ 

Pn’r-Rfii63«& 9nnR/rtta$7£ 4r'-f?nPR/i-nn7RnRnnR/innnRnn>i9-R 
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•' problesa #aay, aainy worse. 03 then raises tlsa question of tne 
/ degree of security va caa now accept; with ilto-slmtog and haw this 
i." degree of security is to to established, 

'to-huy : 10*; 03 believes certain steps &ust be- token to establish the .. 

!l ' -.degree of security that to acceptable* with the 360/6? *. . ." ®b®s« ore ha ;-v.y- 
7 /. follows: ' ••'"■ 7 / V7 'to/7 -7 - 7 ' ,7 y •’. toy'-toy";; y •' 

. a. Setoratoe the ceemriiy feature® in the APP systea. 
b, Esto;natoe too security flaws to the oyster*, : ; ;'y'.7- 77.,;'- 

o* Test the syatOHi with, a’ controlled e:iportoeat» •" V- 7- ■ ’ 
1’adi step has sub-steps. F03? ©Kcuapl©*. to itcai security would wist. . 
v to study the hardware for flaws, ilso etocutivo software that controls 
the hardware would also havo to is© studied for flaws.' ‘Jkcy would ouco . . . 
" .have to . look at the individual dot pregraaa, tho access control* too 

if ■ 

ease of penetration, ate. .• 

11 . - 03 feels that those three steps would thou give thca a "hall 
•:; ' paste’-* understanding of the system* © security. 03 doss not now have 
tows capability to do even this basic 10b. With this to tond* it as 
'. understandable why. they have not dona tore with CCS to work cut tne 
: . security jpefoleas of a C0XH3 multi-clearance* multi-access time- 
. sharing system. 

■::.: : ;:7" 7 i2... ' OS believes that t he basic manpower requirement to do too 
• ;7 - h ^bali pork ,t study outlined 'above would take & sto-mau group. ••: ilia. ,••'* ; ••’ 7 
^ro\n would toclude two .coaputer hardware design upocinlists^ two - 

; f ■ -57 ^ Approved Fb^fRelease 2003/85%/': &IA-(4 dP84-00780R003400080042-3 
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computer systems programmers * ' and two security people* at least 
oils of , whom would have AD? experience. 

13. i 2h> & complex ADP security problem is hitting 03 at a time ' 
when they are being asked to cut" back in manpower, 'there is then 
the question of where OS allocates Its effort. Prom the DOS's view* .•:>.• .;V- V-,: ; 
nsore should he directed toward, the time-sharing ADP security problems V i- 
In our judgment* the Agency has made a large commitment to' time-' -V. 
sharing ADP as. well as to the COIN'S experiment . We doubt that our 
commitments' in these two areas will diminish or even hold steady. / . 

An expanded effort appears inevitable. *£he IG Audit Staff is now 
acquiring an ASP audit capability in recognition of the continuing ' ' 
and expanding audit reQUlx'esoents ' la this- areaf We believe the . 

Office of Security must also give ASP an increasing amount of 
■ attention 

Recommendation No. 9 

That 0C3 and OS review their ADP security manpower 
requirements and develop measures to insure the secure/x 
V -V coaipartmentcd use of the OCS time-sharing 360/67 system 
; both for CIA internal needs and for potential COINS 
,/ • ' applications. 


- - 88 - ' 
SECRET 
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DD/S 70-2271 


MEMORANDUM FOR: 


SUBJECT 


Director of Communications 
Director of Finance 
Director of Logistics 
Director of Medical Services 
Director of Personnel 
Director of Security 

Inspector General’s Survey of the Office 
of Computer Services 


1. Attached is an extract from subject survey concerning Recommendation 


No. 3. 


That the Director of the SIPS Task Force and the heads 
of the DDS Career Services concerned arrange for counseling 
with each DDS detailee with a view to assuring the best possible 
long-range utilization of the individual, both from his stand- 
point and that of the Agency. '' 


3/ ^ The Executive Director -Comptroller has requested a reply 


on this 


recommendation by mid-July. 


ILLEGII 
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DD/S 70-2272 


MEMORANDUM FOR: Director of Logistics 


SUBJECT 


Inspector General’s Survey of the Office 
of Computer Services 


1. Attached is an extract from subject survey concerning 


Recommendation No. 13: 


That the DDS arrange for a thorough study of OCS 
space needs and, upon completion, take whatever action 
possible to satisfy the needs. 


2. The Executive Director -Comptroller has requested a reply 


on this recommendation by mid -July. 


R. L. Banner man 
Deputy Director 
for Support 


Attachment 


S EC R E S J EJicfodeX automatic! 

| tarnjrafling and | 
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DD/S 70-2273 


MEMORANDUM FOR: Director of Security 

SUBJECT : Inspector General's Survey of the Office 

of Computer Services 


1. Attached is an extract from subject survey concerning Recommendation 
No. 9: 

That OCS and OS review their ADP security manpower 
requirements and develop measures to insure the secure, 
compartmented use of the OCS time-sharing 360/67 system 
both for CIA internal needs and for potential COINS applications. 
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2 5 MAY 1970 


MEMORANDUM FOR: Deputy Director for Support 


SUBJECT 


: Inspector General* s Survey of the 
Office of Computer Services 


You have received a copy of the subject report, which 
contains several recommendations addressed in whole or in 
part to you. I would appreciate a response on those recom- 
mendations by mid-July. 


&7/E. K. White 


L, K. White 

Executive Director-Comptroller 


cc: DDS&T 
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